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Introduction

eaZylink is software from Zetes. It supports the browser to read an elD or Lawyer card from a card

reader (smartcard).

eaZylink itself is not a browser extension, it is software that is installed on the pc or Mac of the user.

This manual describes how eaZyLink can be installed on Terminal Server and Citrix environments.

By default eaZyLink does not work on Terminal Server or Citrix environments because it cannot cope
with the smartcard forwarding on the server. With browser plugins, also developed by Zetes, it is
possible to use the card reader on the client.

This document is written for system administrators.
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1 System requirements

1.1 Browsers

To use eaZyLink on a Terminal Server or Citrix environment it is necessary to install a browser plugin.
This plugin is available for the following browsers

e Internet Explorer
e Chromium-based browsers
o Google Chrome
o Edge (only the Edge version based on Chromium)
o Opera (only the Opera version based on Chromium)

Additional plugins will be developed by Zetes for the browsers Firefox.

1.2 Server Operating Systems
Supported server OS:

e Windows Server 2008

e  Windows Server 2012

e  Windows Server 2016

1.3 Software

eaZylink does not depend on any software package or framework.

FYl:
@ eaZylink does not depend on the elD Middleware.

@ Attention:
Do not install the desktop-version of eaZyLink on Terminal Server or Citrix. Only use the
files that are mentioned in this document.
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2 Internet Explorer

2.1 Download

For the installation of eaZyLink as an extension for Internet Explorer, you need to download the
ActiveX component.

e ActiveX Control Component (extension) for Internet Explorer:
https://www.zetes.com/files/eazylinkX 1.8.1.msi

This extension (eaZyLink.dll) uses easylink.exe, which is also installed with the same installer
(eaZylLink does not need to be downloaded and installed separately).

2.2 Installation

1. Download and install the ActiveX component on the server with admin privileges

2. On the client config, the URL https://lawyer-eazyid.zetes.be needs to be added to the
Trusted Sites from Internet Explorer.

Depending on your setup this should be done using scripting or GPO configuration.

~ @ C Search. PO~

P General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

0 > v @ % ealZylD

Internet Local intranet  Trusted Restricted sites
Trusted sites X
Trusted sites
", This zone contains websites that yg # You can add and remove websites from this zone, All websites in
W' trust not to damage your computed / this zone will use the zone's security settings.
your files.
You have websites in this zone.
Security level for this zone Add this website to the zone:
Allowed levels for this zone: All
Medium
- Prompts before downloadi] Websites:
=) - Unsigned ActiveX controls 2 B

Ihttps://lawyer-eazyid.zetes.be

[(JEnable Protected Mode (requires reg

= " DRequlmwvervenﬁcnon (https:) for all sites in this zone

Resq

3. Enable smartcard forwarding on the local clients via GPO configuration.
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2.3 Verify after installation

1. The logged on users need read-privileges to the folder where eaZyLink.dll is located.

2. The folder where eaZyLink.dll is located should not be encrypted; or the users need
permissions to read the encrypted files.

Advanced Attributes *

|:| Choose the settings you want for this folder.
When you dick OK or Apply on the Properties dialogue, you wil
be asked if you want the changes to affect all subfolders and
files as well.
Archive and Index attributes
[]Folder is ready for archiving

[+ Allow files in this folder to have contents indexed in addition to file
proper ties

Compress or Encrypt attributes

[] compress contents to save disk space

[JEncrypt contents to secure datai | Details

Cancel

3. Signed ActiveX controls and plugins must be configured to be used, run and downloaded on
the Trusted Sites Zone.

Go to “Internet options > Security > Trusted Sites > Custom level” to configure ActiveX
controls.

4. Protected mode should not be enabled for any zone.
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3 Chromium (Chrome, Edge and Opera)

3.1 General

The Chrome-extension of eaZyLink can be installed on Chromium-based browsers like Google
Chrome, Microsoft Edge or Opera.

Depending on the OS, the installation of the Chromium extensions using a native host component is a
little different. The extension itself is installed the same way for all systems but the native host
application used by the extension is installed differently. The link between the eaZyLink Chrome
extension and native host part is defined by a JSON-formatted file which contains the path to the
native host part.

Furthermore, on Citrix or Windows Server, the registry setting pushed by an administrator is usually
on a different location than for most standard home or standalone computers. Chrome clients
connected on a Citrix or Windows Server, look for extensions in

HKEY CURRENT USER>software>google>chrome>NativeMessagingHosts. This registry setting should
be pushed by the administrator of the Citrix or Windows Server system.

Also the Chrome extension itself should be pushed by the admin. The native host part is installed
somewhere at server side, so NOT on each client separately. The native host part of eaZyLink talks to
a smartcard so the administrator should also enable smartcard port forwarding for all clients, so the
clients can use their smartcard reader attached to their own client system.

3.2 Download

For the installation of eaZyLink you will need to download the Chrome extension and the archive file:

e eaZylink extension:
https://chrome.google.com/webstore/detail/eazylink/hacppdpdbiolmgbnojabibgijkgaaggg

e eaZylink_Chrome archive:
https://www.zetes.com/files/eazylinkChrome 1.8.1.zip

3.3 Installation

1. As an administrator of Windows Server or Citrix, you can push the Chrome extension to
the different clients using a group policy for Chrome extensions. Look for
chrome_policy list and specifically ExtensioninstallForceList on how to do this.

The extension ID for eaZyLink Chrome extension is ‘hacppdpdbiolmgbnojabibgijkgaaggg’.
This way each client will get an automatic installation of this extension.
1. Download the eaZyLink_chrome archive

2. Copy the contents of the eaZyLink_chrome archive to a folder of your choice or in
Program Files (x86)\eaZyLink\

3. Edit eaZyLink.zetes.be.json and change the path parameter to where you copied
eaZylink.bat (part of the archive) e.g. path="C:\\Program Files
(x86)\\eazyLink\\eaZyLink.bat”. Please mind the double backslash in the JSON-file to
separate the paths.
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4, Edit eaZyLink.bat: it contains a path to “eaZyLink.exe -chrome” The -chrome parameter
makes sure eaZylLink is started as a native host app that waits for stdio input/output from
the Chrome extension. Paths don’t need to be separated by a double backslash in batch
files.

5. To add the link to the native host application, the registry on Windows Server needs to
be set for every user.

[HKEY LOCAL MACHINE\SOFTWARE\Wow6432Node\Google\Chrome\Extensions\hacppd
pdbiolmgbnojabibgijkgaaggg]
“update url"="https://clients2.google.com/service/update2/crx"

[HKEY CURRENT USER\SOFTWARE\Google\Chrome\NativeMessagingHosts\com.zetes
.eazylink]
@="C:\\Program Files (x86)\\eazyLink\\com.zetes.eazylink.json”

Attention: in this example we assume you copied the contents of the archive to C:\Program Files
(x86)\eaZyLink\.
If you installed to another folder, change the .reg file to use the proper path to the JSON-file.

3.4 Specific installation for Edge

When Chrome is installed and configured, the Edge browser will only need the installation of the
Chrome-extension; no other specific configuration must be done for Edge.

When Chrome is not installed, and the Edge-browser must be used, follow the entire installation for
Chrome, install the Chrome-extension in Edge, and add a new registry-key with the following ADD-
command:

REG ADD
"HKCU\Software\Microsoft\Edge\NativeMessagingHosts\com.zetes.eazylink
" /ve /t REG SZ /d "C:\\Program Files

(x86) \\eazyLink\\com.zetes.eazylink.json" /£

Attention: in this example we assume you copied the contents of the archive to C:\Program Files
(x86)\eaZyLink\.
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4 Smartcard forwarding

When connecting via remote desktop, the client pc must have smartcard forwarding enabled.

On the client pc, go to “Local Resources > Local devices and resources > More” and check “Smart
cards”.

B Verbinding met extern bureaublad — X

| Extern bureaublad
** extern bureaublad

1 .
Algemeen Weergave| Lokale bronnen |ge ‘; Verbinding met extern bureaublad *
Geluid van externe computer f
Configureer geluidsinstellingen I EXtern bureanlad
<
— »** extern bureaublad
Toetsenbord Lokale apparaten en bronnen
_ Windows-toetsencombinaties t4 Selecteer welke apparaten en bronnen van deze computer u tijdens de
— | externe sessie wilt gebruiken.
Alleen bij gebruik van volledig —
Bijvooibeeld: ALT+TAB k]| Smartcards
GO
Lokale apparaten en bronnen =[] stations
~ Selecteer welke apparaten en =[] Overige onderstegnde PnP—app.araten (Flug en Play)
'Eg,l'g"i sessie wilt gebruiken. []Apparaten die ik later aansluit
[] Printers
2 Meer..
[+ Opties verbergen Aol
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5 Test

To test the installation of eaZyLink with elD and/or Lawyer Card, use the eaZylD Demo Client on the
Zetes QA-environment.

e eaZylD Demo Client:

https://eazyid-qa.zetes.be/eazyid-client/login

e On Internet Explorer, the QA-URL must be added to the Trusted Sites Zone:

https://eazyid-qa.zetes.be

1) Select the card type. Either type can be used to test the usage of eaZyLink.

Authentication
Choose your language Strong authentication Choose the card type
e English e Require PIN code » belgian elD card
Nederlands Don't require PIN code # lawyer card
Frans < Ask user agreement

@ Prompt login (forces user to re-login)

Skip OCSP validation

Cou I smtnoms

Click “Start”, “Start in popup” or “Start in iframe”.

2) Check the checkbox and click “Agree”

¢! | hereby agree that the information on my elD card and lawyer card may be read and used
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3) If the pincode is requested, this means that eaZyLink has found the card reader on the
client

[ oo ey m—

iC> Please enter your PIN code

PIN g
:f::“" G’

@ If the pincode input field is not displayed and instead a popup is displayed to download
eaZylink, this means that eaZyLink is not configured correctly on the Terminal Server or

Citrix server.

If the message “Please enter your PIN code” is displayed, but the input field is not
displayed, the reason can be that eaZyLink has detected a card reader with a numerical
keyboard and lcd display where the instructions are displayed.

4) If the “Welcome” screen is displayed, the correct pincode was entered and the AUT-
certificate has been read correctly.

Welcome

The eaZylD Demo Client allows a user to authenticate using his or her Belgian elD card, against the Zetes eaZy|D Identity Provider

You are currently authenticated.

@ If the “Welcome” screen is not displayed, and a lawyer card was used, please try with an
elD. If it works with the elD, try to use a different card reader to login with a lawyercard.
See the FAQ for more information on card readers.
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6 FAQ

A FAQ is available on the DPA-website (only in Dutch and French):

e NL: https://dp-a.be/nl/fag-advocatenkaart

e FR: https://dp-a.be/fr/fag-advocatenkaart

There is information about the usage of the lawyer card and the most common problems with card
readers and when installing eaZyLink. You can look specifically for the answers on these questions:

o Welke kaartlezers kunnen de advocatenkaart uitlezen?
e Waarom kan mijn elD of advocatenkaart niet worden gelezen?

e Pourquoi ma carte elD est-elle illisible ?
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7 Support

The software is created by Zetes, and the manual is created by Zetes and the DPA-team. The software
was tested on several Terminal Server- and Citrix-environments.

But because every environment is different, it is possible that you encounter problems while
executing the installation as described in this document. In that case, please contact your system
administrator, or contact an expert on Terminal Server or Citrix for assistance.

If you need technical support that cannot be given by system administrators, you can contact the
DPA Support on this phone number: +32 2 896 95 21 (this phone number is only for technical
guestions, and is not intended to be used by lawyers or bars. Lawyers and bars should call: +32 2 307
70 30 (NL) or +32 2 588 88 22 (FR)).
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